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Overview

Port forwarding, also known as tunneling, is a way to forward otherwise insecure TCP
traffic through SSH Secure Shell. For example, you can secure POP3, SMTP, and
HTTP connections that would otherwise be insecure.
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As you can see from the diagram above, GadgetPC can serve as a low power ssh
server.

Implementing SSH Router

Parts Required

1 x GadgetPC

1 x ADP-5V1A-MiniUSB Power Adapter

1 x DUB-E100 Ethernet card

1 x Ethernet Cable

1 x USB Flash Drive running Linux (optional)

Connect the various components as shown in Figure 1.



Figure 1.

Software Setup
We need to edit the Linux vars.sh file to enable certain configuration options.

1) Open Linux Control Panel that comes with GadgetPC setup. (Start Menu -> All
Programs -> GadgetPC -> Linux Control Panel)
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2) Click File -> Open. By default, program will start from folder where GadgetPC was
installed. Go to sh folder and select vars.sh file.
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3) Double-click Hardware and Peripherals and enable DUB-E100 (Turned ON).
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4) Double-click Network and assign an IP address, subnet mask, and gateway IP
address located under TCP/IP Options.
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5) Double-click System and assign a root password.
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6) Double-click Software and enable OpenSSH Server (Run OpenSSH Server: YES),
enable OpenNTPD Server (Run OpenNTPD Server: YES), set the SSH port (default:
22), and also assign username and password for both servers.
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7) Save the vars.sh file.

NOTE: Every time you access vars.sh file, you either need to have a temporary copy on
your computer so that you can replace the actual copy on the USB Flash Drive or
remove the USB Flash Drive from the GadgetPC and insert the USB Flash Drive into
the computer for direct editing.

8) Insert the USB Flash drive to GadgetPC.

9) Apply or cycle power to GadgetPC (Turn OFF/ON).

10) After about 30-45 seconds, Linux will boot up and GadgetPC will be ready to to port-
forward.
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Port Forwarding with PuTTY

1) Download the latest free telnet/ssh client PuTTY:
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

2) Start PuTTY, specify the host you want to connect to (e.g. 75.26.29.22), the port (in

this case, we use the default port setting: 22), and the SSH protocol.

2 PuTTY Configuration
Cateqony:
= S_essiu:un | B asic options for your PuT T session |
. Specify the destination you want to connect to
[=I- Terrmninal
Haost Mame [or IP address] Part
- K.evboard
el |75.26.29.22 |22
- Features Connection tpe;
=1 Wwindow " Baw © Telmet © Rlogin ™ 55H © Sernial
- AppEarance B i
.. Behaviour Load, zave or delete a stored session
. Tranzlation Saved Sessions
- Selection
I::::I::u_urs Drefault Settings Load |
[=]- Connection =
- Data Save |
- Prosy
- Telnet Delete |
- Rilagin
- 55H
- Seridl Cloze window on exit;
 Always Mewver Only on clean exit

Ahout |

Open I Cancel

3) Click the Connections -> SSH -> Tunnels tab and specify local port, remote host and
port and click the Add button.
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http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

% PuTTY Configuration

Cateqony:

[=]- Sezsion
Logging
[=I- Terrmninal
- K.evboard
- Bell
- Features
[=]- “window
- AppEarance
- Behaviour
- Tranglation
- Selection
- Ciolours
[=]- Connection
- Data
- Priosy
- Telnet
- Rilagin
=-55H
K

| Optione controling 55H port fonwarding

— Port fonaarding
[ Local ports accept connections fram ather hosts
[T Remote ports do the zame [S5H-2 only)
Forwarded ports:

Add new fonwarded port;

Source port IBEI Add

Destination |1 92.168.1.200:80

& Local " Flemote " Dynamic
' Auto P i~ |PvE

Open Cancel

4) You can go back to the Session Tab to Save your settings; otherwise, click Open.
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2 PuTTY Configuration Xl

Cateqony:
= S_essiu:un = | Optione controling 55H port fonwarding |
L_u:ugglng — Part fonwarding
- Teminal I~ Local pott t tians from other host
- Keyboard acal ports accept connections from ather hasts

- Bell " Remote ports do the same [SSH-2 only)

- Features Forwarded ports: Bemove |
=] Wi

ridow .
- Appearance La0 192.168.1.200:80

- Behaviour

- Tranzlation
. Add new fonwarded port;
- Selection

- Calours Source port I

[=]+ Connection

- Data Destination I
- Promy % Local " Remate " Diynamic
- Telnet ' Auto P i~ |PvE
- Rilagin
=-55H
K |

Ahout | Open Cancel

5) A terminal should open. You should now be able to login with your sshd username
and password.

Note: If you receive a Security Alert, answer Yes to continue.



2 75.26.29.22 - PuTTY

The above example is the equivalent to the UNIX 'ssh' command:
ssh -L 80:192.168.1.200:80 your_username_here@75.26.29.22

It will forward the local port 80 to host '192.168.1.200', port 80, via the SSH connection.
PUTTY is an SSH client, so it will still spawn a terminal window. When you're finished
using your forwarded connection(s) you can close this window.

6) In our example, in order to use the forwarded port, we can access the remote web
server over forwarded port 80 connection. Open a browser and type http://localhost/.
Port 80 for localhost gets diverted to the remote computer on the remote LAN.
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Port Forwarding with Tunnelier

1) Download the latest free telnet/ssh client Tunnelier:
http://dl.bitvise.com/Tunnelier-Inst.exe

2) Start Tunnelier, specify the host you want to connect to (e.g. 75.26.29.22) and the
port (in this case, default port setting: 22) under Server.

3) Enter your sshd username and password under Authentication.

¥ Bitvise Tunnelier - gadgetpc.tlp - 75.26.29.22:22 - |I:I|E]
Profile: gadgetpc.tip
88 Logn | options | Terminal | SFTP | Services | C25 Fwding | 52C Fwding | S5 | about |
~Server [~ Ak hentication
STEREE ot [7s.26.29.22 Username | sshd
88 Pt [z Tnitial method |password =l
: i Host key managar
Save Profile As fre v geting: 1 Password I seokotek iokickok
= M
{ % F I ¥ store encrypted password in profile
“ [ ssPljkerberos5 I [De=mation U ir .
WinSSHD Conkrol
Panel W Try gssapi-kevex frst if avalable
n Help
Open New
Terminal Consale 1/03:43:05,005 Bitvise Tunnelier, a Fully Featured SSH2 client. -
Copyright (C) 2000-2009 by Bitvise Limited,
L;ju'l Portions Copyright (C) 1995-2003 by ‘Wei Dai. T
i,.IDS:df‘_a:[E.l]JE fisit iy, bitvise.com For lakest information sbout our S5HZ products,
OW?&:IE; SFTP 1 i)03:43:05.005 Run Tunnelier -help' to learn the supported command-ine parameters.
" i,/03:43:05,005 Loading last used profile 'C:\Documents and Settings|oguz|My
b Documentsigadgetpe, Hp',
i__,.lna: 43:05,005 Last used profile loaded successfully,
Open New Irltlfi: 43:07,007 Starting & new S5HZ session,
Remote Desktop | -1J03:43:07.007 Connecting to S5H2 server 75.26.20,22:22,
iJnz:43:n7.0n7 Connected. ;l
Logout Exit |

4) Under C2S Fwding Tab, you may forward desired ports.
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http://dl.bitvise.com/Tunnelier-Inst.exe

%4 Bitvise Tunnelier - SSHZ Client -0l x|

Profile: limncl.tlp (changed)

g Login I Options I Terminal I SFTP I Services 25 Puding |52C Fwdingl S5H I Sbauk I
Skatus | Listen Interface | Lisk, Port | Destination Hosk | Dest, Port I Cormment |

Load Profile ensbled  127.0.0.1 &0 192,168, 1,200 &0

Save Profile

Save Profile As

Close Profile

Add Edit | Remove | [~ Accept server-side port Forwardings Help

jrle:S?:Dz.SQD Bitwise Tunnelier, a Fully Featured 53HZ client,
Copyright (C) 2000-2009 by Bitvise Limited,
Portions Copyright (C) 1995-2003 by \Wei Dai.
5&)10:5?:02.890 Wisik wiany, bitvise, com For lakest information about our 55HZ products,
,_\iu_jllj:S?:Dz.SQD Fun ‘Tunnelier -help' ta learn the supporked command-line parameters,
j‘_JID:S?:DS.DﬁE Loading last used profile "C:\Documents and SettingsiHakan|DeskiopGadgetPC
Docsilinusl  tp',
erID:S?:DS.DE.z Last used prafile loaded successfully.

1)10:57:20.656 Loading profile sborted.

5) Save the profile (optional).
6) Click Login.

Note: If you receive a Host Key Verification, answer Accept for this Session to
continue.

7) A terminal should open. You should now be able to give commands.
8) Upon connection through Tunnelier, if you do not want Terminal, Remote Desktop

and SFTP to start automatically, please click on Options tab in Tunnelier and uncheck
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Open Terminal
Open SFTP
Open Remote Desktop

checkboxes as shown:

"8 Bitvise Tunnelier - gadgetpc.tlp - 75.26.29.22:22

% Reconnection n Login
Save Profile ® Automatically reconnect f [ Open Terminal [Jopen sFTP
ﬁ successful connection breaks D Open Remate Desktop
(O Always reconnect automatically R
Sava Profile As (O Never reconnect automatically I '|
I-:;ﬁ; First reconnection timeout 2 |:| Re-execute on reconnection
b s
WinSSHD Caontrol Show user authentication banner automatically
Panel
[JLogout when session activity is over
[ % | o |
Open Mew J
Terminal Cansole 1)16:15:37.037 Accepted chent-side client-2-server connection from 127.0,0.1:2436 to e
el 192.168.1.31:143.
&3’ i)16:15:37.037 Accepted chent-side client-2-server connection from 127.0.0,1:2437 to
192.168.1.31:143.
Open New SFTP iJ16:15:37.037 Accepted dient-side client-2-server connection from 127.0.0.1:2438 to
Window 192.168.1.31:143.
i)15:15:3?.u3? Accepted client-side chent-2-server connection from 127.0.0.1:2439 ko
((Q 192.168.1,31:143.
i)16:24:35.035 Accepted clent-side client-2-server connection from 127.0.0,1:2441 to
Open Mew 192.168.1.31:143.
Remote Deskiop i)lE:Z?: 12.012 Accepted chent-side chent-2-server connection From 127.0.0,1:2444 to
192.168.1,.31:143. “
Exit

9) In our example, in order to use the forwarded port, we can access the remote web
server over forwarded port 80 connection. Open a browser and type http://localhost/.

Port 80 for localhost gets diverted to the remote computer on the remote LAN.
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